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e Leftovers - when it’s too late
* |s it over already?
* Table's turning - from the hunted to the hunter
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Crime scene °
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Mext alert
@  Sep5 2022848 AM @ Resolved
Suspicious Python library load

B TesthMachined
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shsimulation_sb_259458
bs_ 220244 exe”
sb_259458 bs

testmachine4
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Post Breach investigations - Thesis confirmation

During an Incident

* Active attack
remediation

. Prioriti;ation of critical

Before an Incident

* Business impact After an Incident
limitation * Full business

* Prevent attacks at operations restoration
earliest possible stage * Detection

* Hygiene

* Advanced Hunting

Feedback loop

* Lessons learned,
change integration

Visualization based on:
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https://learn.microsoft.com/en-us/training/modules/build-overall-security-strategy-architecture/6-design-security-for-resiliency-strategy

Suspicious Python library load

(D) The MDE SIEM

Part of incident:

AP deprecation that w

35 announced sarlisr this yea
% SolarWinds malicious binaries associated with a supply chain attack

incids

£ ‘Solorigate’ high-severity malware was detected

B TestMachined Rizk: l2vs

 mEm High E, NT AUTHORITY\SYSTEM

¢ Suspicious behavior by cmd.exe was observed

ALERT STORY

2:43:06 AM

& I schtasks.exe created a scheduled task ‘prgman’ I

£ Masqueraded task or service

[4686] shsimulation_sb_259510_bs_229280.exe s

[3407] sbsimulator_service.exs

e create bdata.bin

(7063 sbsimulator.exe

£ Suspicious behavior by bdata.bin

& A suspicious file was cbserved

W [7268] sbsimulation_sb_259406_bs_229203.exe sb_239406 bs

o
N

¥ Solorigate Cobalt Strike

=) Open file p L Collectfile

=1
i)
o

# Possible ongoing hands

& A suspicious file was ob:

sbsimulation_sb_259406 _bs 229203.exe loaded the file _psutil_windows.cp38

& Suspicious Python library load

]

o
3

& Suspicious sequence of exploration activities

sbsimulation_sb_259406_bs 229203.exe process performed System Information Discovery by invoking cm

& Suspicious sequence of exploration activities
PE metadata

Defender prevented execution of "Trojan:Win32/MshtalolBin.B' in command line "Ch\Windows\System32Y  Original name

£ An active "MshtaLolBin’ malware in a command line was prevented from executi..

2] schiasks.exe schtasks /Create /SC DAILY /TN prgman /F /TR cfwindows/notepad.exe /AU SYSTEM

Submit to deep analysis

Company

<) Stop and Quarantine File

EEE High

@& Detectad @ Resolved

EEE Medium @ Detected @ Mew

] Low @ Detected @ Resolved

Instance details

Created

Object details

File size

+

Add indicator

Download file

shsimulation_sb_259406_bhs 229203 .exe

) Submit to deep analyss




The search for Patient Zero, I0Cs and patterns °
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Is it over already?

During an Incident

* Active attack
remediation

e Prioriti_zation o f critical

Before an Incident

* Business impact After an Incident
limitation * Full business

* Prevent attacks at operations restoration
earliest possible stage * Detection

* Hygiene

* Advanced Hunting

Feedback loop

* Lessons learned,
change integration

Visualization based on:
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https://learn.microsoft.com/en-us/training/modules/build-overall-security-strategy-architecture/6-design-security-for-resiliency-strategy

Break the chain - Detections

RS S HE RSO Analytic rules Hunting queries

* Detection logic correlates data from * Proactive Hunting for specific use
Log Analytics tables (KQL) cases/patterns (MITRE ATT&CK)
» Trigger for Automation (Automation Techniques)
rules/Playbooks * Manual Bulk-run
* Query schedule: 1 minute - 14 days * Hunting query logic (KQL) can be
* Can include external I0C data during migrated to an Analytic rule
- runtime * Livestream
* Detection results (entities) *« Community contributions
summarized in security incidents
Detection layer | « Community contributions
S Analytic rules, Hunting queries
.'. Machine Learning (ML) & Al
éf& Behavioral Analytics (UEBA) M |Crosoft Detect|0n
e Al, ML
* Correlation of events and entity behavior patterns
* Microsoft Detection logic
— * Custom detection rules (running on KQL) in Microsoft 365 Defender

Microsoft Defender

Microsoft 365 Defender

Microsoft Defender for Cloud

Azure AD Identity Defender for Defender for Defender for Defender for Cloud
Protection Identity Endpoint @ Office 1) Apps .

Azure app

Servers & VMs Containers N
services

Network traffic ~ SQL loT&OT

1




Break the chain - Detections -
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Detect future malicious patterns/IOC

Events Detection Security Incidents
o0 © ‘;; °
System/user-driven Custom queries Security incidents
events stored in searching for with aggregated
multiple tables identified malicious detection results
patterns/IOC in visible to the

Sentinel Tables customer / SOC
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Table’s turning - VISION

During an Incident

* Active attack
remediation

e Prioriti_zation o f critical

Before an Incident

* Business impact After an Incident
limitation * Full business

* Prevent attacks at operations restoration
earliest possible stage * Detection

* Hygiene

* Advanced Hunting

Feedback loop

* Lessons learned,
change integration

Visualization based on:
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https://learn.microsoft.com/en-us/training/modules/build-overall-security-strategy-architecture/6-design-security-for-resiliency-strategy

Table’s turning - Proactive Threat Hunting

FUNESOpIUT U S AU CE T
tool

B TestServerd

@  5ep5 2022851 AM @ Resolved
Suspicious behavior by emd.exe
was observed

B testmachine5 2 SYSTEM

@ 552022851 AM @ Resolved
A suspicious file was observed

2 testmachine3 S SYSTEM

@  scop52022851AM @ Resolved
Suspicious behavior by cmd.exe
was observed

O testmachine5 S, SYSTEM

@  5ep5 2022851 AM @ Resolved
Suspicious Python library load

B testserverf

@  5ep52022851AM @ New
Suspicious sequence of
exploration activities

B testserverd

@  5ep5 2022851 AM @ Resolved
Mimikatz credential theft tool

B testserverf

. Sep 5, 2022 8:52 AM @ Resolved
Malicious document associated
with the EUROPIUM activity
group

B TestMachine5

Ps

ba

P

PYs

Pes

ba

s

— Communication

£33

cmd.exe fc "ver”

& Processes

--- Association

9 Files

(=)

testservers

e

testmachine4

O

11 Files

€3

sbsimulation_sb_ 259458
bs_229244.exe”
sb_259458_bs

SYSTEM

3

sbsimulator.exe

TestMachine4$

O

bdata.bin

e

TestMachine5

€3

3 Processes

4 Files



Table’s turning - Proactive actions ”
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* Proactively and continuously searching for malicious patterns and I0Cs to
prevent adversary activities

 Proactive Threat hunting based on hypothesis, threat intelligence data

 Searching for gaps (configuration, hygiene, vulnerabilities, identity
behavior, ...)

Goals:
* Detection of anomalies, attacks and attack vectors at the earliest possible stage
* Disruption of human-operated/sophisticated attacks exploiting vulnerabilities

Reconnaissance Exploitation Lateral Movement Denial of Service
[ [ ] L ] L]
4 ’-//:'_ .'___“_“‘\3 Ic/‘::_\_—’-—_'__':%‘ d ,:./’.;f.'__ S 3\_._\_3‘. I/J,;_.’.;-_:_';_-T\_::\ :‘I‘ft_::.__'f__’_._._-:._:“:hl ;\:://;:: __“_'j:_v:_:}‘"‘ p ﬁﬁf:— Z-:‘_::{j‘ /’/ /’T:"\-\ :‘
\v_/ A" L\\\__ ,‘/ \ \’_5; \ - )// \ g ;, \,__’ V ‘ _/;}
[ ] [ ] [ ] [ ]
Intrusion Privilege Obfuscation Exfiltration
Escalation Anti-forensics

Image source: Understand security operations frameworks, processes, and procedures - Training | Microsoft Learn
Image based on MITRE ATT&CK ™ framework



https://learn.microsoft.com/en-us/training/modules/design-security-operations-strategy/2-understand-frameworks-processes-procedures
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Effective and Simple Security .

 Coverage
* Integration
* Microsoft as Security and Threat Experts

* Efficient Operation



Thank you!
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