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Background

— — —

65 years old / living 40+ years experience Retired but still active as

near Zurich / as business analyst an author:

married [/ 3 adult and project manager . Guest comments

children for large Swiss related to project
Financial Institutes management for "Neue

ZUrcher Zeitung' and
"Finanz und Wirtschaft"

« Recently published a
book about failed
INSIEME-project in Swiss
Federal Tax
Administration:

Reappraise projects Search for root Combine with own Propose improvement
from point of failure causes experiences opportunities
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Iitroduction

@ Isit possible to transfer
the INSIEME-findings to IT-
security projects?

©® Goals of my presentation

@ Important disclaimer
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The INSIEME Project

Stopped
Sep 2012

Platform
Harmonization

approx. 16m CHF

12 Years

Criminal &
parliamentary
Investigation

O

Most INSIEME-
problems well
known from IT-
projects in large
Swiss Banks
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The CHAOS' Report?

60%

50%

40%

30%

20%

10%

0%

Successful, challenged and

failed IT-projects

The Standish Group CHAOS Report 1994 - 2015

1994 1996 1998 2000 2002 2004 2006 2009 2010 2011 2012 2013 2014 2015

Typ 1 (successful)

e Typ 2 (challenged)

= = = Typ 3 (failed)

I Comprehensive Human Appraisal for Originating Software

2 source: The Standish Group (https://www.standishgroup.com/)
3 Project completed, but with cost and/or time overruns or the full planned functional scope was not achieved: Wikipedia: CHAOS-Studie
4 Source: Henny Portman's Blog: Review Standish Group - CHAOS 2020: Beyond Infinity (Summary)

Conclusions

— CHAOS Report (1994-2015) shows
that approx. 70% of IT-Projects are
‘challenged™ or have failed

— CHAOS Report 2020 shows similar
figures4
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https://www.standishgroup.com/
https://de.wikipedia.org/wiki/Chaos-Studie
https://hennyportman.wordpress.com/2021/01/06/review-standish-group-chaos-2020-beyond-infinity/

Project
Management &
Leadership

It's about Attitude, Behavior and Skills




Projects stand or fall with project leaders

Never seen a project fail because of
technical issues

"‘Leadership under the magnifying glass’

Good project managers will succeed even
iIn unsuitable environments
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It_'s About Attitude, Behavior and Skills

Expectations & Requirements Improvement Opportunities

;‘-’R) Subject Matter Expertise

@ Own Personality — Careful selection of Project
Managers
£ atituce
— Decision after probation period

—
@ Behavior

?ﬁ% Project Management skills !

— Systemaitic training & education

— Careful guidance

1 Self Organization

"'Required skills: Planning, Coordination, Change Management, Methodology knowledge, 360°-Leadership roes



Project
Organization

Common Thread Through
Failed Projects




(IT-) Project Organization

General Weaknesses

Improvement Opportunities

Unsuitable Project Org

— Clear [ undisputable definition
of roles & responsibilities

Respon- — Quality criteria for

Teamwork sibilities organizational structures

— Appropriate hierarchy level

One of most underestimated
problems in IT-projects
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Two Negative Examples

1) Different Structuring Criteria on Same Organizational Level

Steering Committee

Project Committee
(2)

Project Support Office

Working Group
Management

(2)

WG "Verification,
Marketing, Compliance”

WG "Performance
Calculation”

WG "Composite
Construction”

WG "IT-Tool"

(7) (a) (10) (5)
(n) Teamsize
WG Working Group

WG “International”

?)
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Two Negative Examples

2) Imbalance: "Mission Critical” Units vs. Support Units

Project Lead

Solution Architecture Project Management Office

Change & Product Management

Architecture Infrastructure & User Interface Delivery Team

Configuration Enhancements Deployment Authentification Integration

1

Bus. Analysis /
Requirements
Engineering

Data Integration &

Testing Services Software Provider : A
Migration

Delivery Team
2
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Governance &
Responsibility

No Participation
Without Responsibility




Project Governance

Project Environment

Line

Manage- Project Governance
ment
Project
Supervi- Sponsor
sion &
Control
Operational
Steering Project Management
Committee
Stake-
holders!

le.g. Legal / Compliance [ Risk, Procurement etc.

Tasks & Responsibilities

Project Sponsor
— Ultimate responsible
— Steering Committee Chairman

Steering Committee (STC)

— Strategic decisions

— Supervise project manager
— Stakeholder interests

— Risk management
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Project Governance
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General Weaknesses

Too many members

Continuity?

(Toxic) group dynamics

Dominant chairman

Internal politics

Decision-making process

Improvement Opportunities

—

—

—

Max. 7 (+/-1)
Individual role descriptions
Individual responsibilities

If appropriate: direct report to
top management (committee)

Advocatus Diaboli
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E)wnside Risk Assessment

— Two-dimensional risk approach

— Project Significance?

General Weaknesses Improvement Opportunities

(Project) Risk Cube
(/]

Financial Impact
Medium

Probability
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Supervision
& Control

Less Is More!




Supervision & Control

%

You don't need all the details to
recognize a picture

%

Same for reviews of projects at
risk

Page 19



Supervision & Control

. ol M A
'!i a0
N

General Weaknesses

Inflationary number of
audits and reviews

Status ORANGE

Recommendations?

Improvement Opportunities

—

—

—

—

Less is more!

Checklists for standard situations
Two instead of three status colors
Early warning system

Instructions & deadlines

Escalation plan
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System
Complexity

The Leverage Effect ‘ Jl
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Can Complexity
be Mastered?

— Complicated vs complex systems
— |T projects are complex systems

— Security projects: small details with
disproportionate impact

— Pareto Systems Analysis (PSA):




Pareto Systems Analysis (PSA)

PARTICIPANTS (individuals, Groups, Organizations, Stakeholders)

PROBLEMS/lSSUES (Concepts, Methods, Principles, Systems, Processes)

q Abhdangkt. Risiko- Softworg—/ Change
Korruption Methodik-
Bun- Governance ext. Berat. Beurteilg. Mgmt
g " Wechsel
g ‘ Interess.- I Machtkon- Planung / I e "Empfeh-
Konflikte zentration I Monitorg. Projekt-Mgmt lungen”
‘I Leiter ! ‘
- ESTV —
Selektive - [
Informat.- d (f)' en
> BIT Politik efinition Reviews/ Umsetz.-
-\ Audits kontrolle
GPL ‘
Leiter Externe 'A/T(\ér::f? || UngelSste Status-/QM-/ | | Indiffe-renz
LBO Berater VBTG, Konflikte Reports
B —
FRAMEWORK CONDITIONS/INFLUENCING FACTORS GPL ACTION AREA dei?gt
)
MOLIS / STOLIS ]
’7 Abl. [

Bl Ui p . \ ) Macht- Umsetz.-
Stondordé HERMES- WTO- konzentrat kontrolle
Ufrzlgsfeirg;g Vorgaben Vorgaben

)
D —— Einfg. MWSTG
WTO- .
\ .
Weisungen R N N Abthgngktt. Projekt-Mgmt
Personelle ext. Berat. Massnahmen:
Wechsel Gesetze
1. Ablésung GPL
— ) Y " :
p \ 7 N Hierarchische Aufwertung
VT)ErZ,\gE)Se_n NOVE-IT Loyalitaits- Finanzkrise Rollen- Risiko- 3. Reform von Audit & Kontrolle
(Auswirkg) kultur 2008 definition Beurteilg.
\_ Y, | J
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summary &
Takeaways




summary & Take Aways

Supervision & — Instructions!
Control — Escalation Plan

Governance
— Max. 7 members (+/-1)

— 3D-Risk Management

Project

Leader — Selection is key!
— Project Organization
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