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Meterlng Infrastructure
Krzysztof Swaczynski
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... Member States shall ensure the deployment of smart
metering systems in their territories ...

...Where the deployment of smart metering systems is
i ——— 1 = assessed positively, at least 80 % of final customers
: ‘ E_: shall be equipped with smart meters...

...either within seven years of the date of the positive
assessment or by 2024 ...”




Stromversorgungsverordnung (StromVV)
vom 14. Marz 2008 (Stand am 1. Oktober 2022)

November 2017 miissen 80 Prozent aller Messeinrichtungen in
einem Netzgebiet den Anforderungen nach den Artikeln 8a und
8b entsprechen. Die restlichen 20 Prozent dlirfen bis zum Ende
ihrer Funktionstauglichkeit im Einsatz stehen ...”




1. Questionable security of smart meter devices
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@ 2. Replicating secrets used to secure meters
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3. Insufficient network segmentation and monitoring

4. Late or limited security dept. involvement in project
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SW|ssness of securing smart metering components
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Legislation Industry led Accredited Federal agency
enforcing (swissmig) testing labs with with security
security security testing advanced certification

certified meters standard capabilities authority

to be sold only methodology



| Solution: Make sure that tests executed address your risk model and
understand scope and coverage of security tests by vendor



DLMS = Association
association keys cryptographic keys
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| Solution: Make sure that tests executed address your risk model and
understand scope and coverage of security tests by vendor



Storage of sensitive data in accordance with DLMS
standards poses quite complex challenge — yet is
critical to ensuring secure AMI operation
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Storage of sensitive data in accordance with DLMS
standards poses quite complex challenge — yet is
critical to ensuring secure AMI operation
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[ User Authentication
-:T:T HSM Root of Trust
H ES T Role-based Access Controls
— < Key Management
= Auditing and Alerting Key Manager and Key Rolling

HES Auth
Cellular,
Fiber, Mesh
. Encrypted Data
[:I Field Tool with Message Public Key-based
Authentication Security Provisioning
|
Message Signing
\4
Time Endpoint(s) [_— [_— [_— > o
-bounded Secured by Default $ $ $
_ Flash Encryption, — = = e (0000
Secure Session Firmware Integrity

Solution: Involving PKI architect and/ or selecting implementation

partner with proven AMI security architecture capability




Network architecture designed to limit attack options
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WE NEED TO ADD SECURITY -
RERUIREMENTS TO RFP FOR AMI 11 WHY PONT
TODAY!!l. ANY IDEAS?

WE wIiLL FIND WE SHOULD

START WITH
RISK
ANALYSIS

WE ASK. OoUT WHEN
SECURITY
TESTING

Security architecture as a integral part of AMI project start
from the get go and included in RFP/project scope



QUESTIONS?
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