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• Quick ransomware tactics historical overview

• Unusual ransomware campaigns

• Ransomware as smokescreen for espionage

• NCSCs, LEOs challenges

• What this means for your organization

Briefing Agenda



What is a Smokescreen?

• A cloud of smoke created to conceal military 
operations.

• A ruse designed to disguise someone's real 
intentions or activities.

What is Ransomware as Smokescreen?

• RAS is a Standard Operating Procedure 
describing Cyber-Criminal Gangs 
cooperating with Nation States to target 
victims in order to steal data of value for the 
Nation State sponsoring the operation, 
hiding the Nation State attribution and the 
espionage/sabotage motive behind the 
Cyber-Criminal Gang's attribution and 
financial motive.

RAS: Not Your Average Ransomware Presentation



Looking Back…

                          Cryptolocker
Half a million computers targeted; 
Total of $2.78 million in ransoms.

WannaCry
200,000 networks targeted in 
150 countries.

 Ransomware as a Service (RaaS) 
GandCrab affected +1.5 million victims 
Alleged a total of $2 billion in ransoms.

($140 million according to the FBI). Big Game Hunting
Local governments and big corporations 
targeted: ransom amount per victim in the 
multi-million dollars range.
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2020 Ransomware Trend = Double Extortion



• Threatening to dump the exfiltrated data on publicly 
available sites to cause brand damage to the targeted 
victim. Parsing the data they exfiltrate to see if they can 
further monetize it by selling it on underground markets. 

• Threatening to execute Denial of Service attacks that 
will make the victim's website unavailable. 

• Threatening to report the data breach to government 
authorities to have the victim incur in data breach fines. 
Threatening to report the data breach to stock 
exchanges and media. Harassment of targeted victims' 
customers, employees, business partners. 

Double, Triple and Quadruple Extortion

Ransomware 
Operators 



Unusual Ransomware 
Campaigns

                 2017 NotPetya Variant
Ransomware campaign with no 

decryption key.

2020 Evil Quest
Ransom note does not 

contain contact and payment 
details.

2018 MBR Killer
 Renders the local operating system and 

the Master Boot Record unreadable.

2020 Thanos Variant
Renders the local operating system and the 
Master Boot Record unreadable.

2017 Hermes Variant
No ransom note with contact and payment 
details.



Why the Unusual 
Ransomware Behavior?



2017 NotPetya Variant - Ransomware campaign with no decryption key
(Russia – Ukraine) 

Ukraine

Targeted Country 

Ransomware 

deployed to
• A state-owned power 

distributor
• Multiple banks

Primary Targets:
When: before Ukraine’s national 
celebrations for independence day.

Background: Ukraine and Russia have 
been in hybrid war since 2014’s 
annexation of Crimea by Russia. Proxy 
warfare is happening in Eastern 
Ukraine between Ukrainian regular 
forces and local insurgents backed by 
Russia.

• to the Ukrainian financial 
sector 

• ultimately to the central bank 
and central governments

Major disruption and embarrassmentLed to 

• The Security Service of Ukraine ultimately attributed the campaign to Russia.
• It appears the goal of the ransomware was disruption and embarrassment rather than monetization.



2017 Hermes Variant - No ransom note, no payment details!

1. Ransomware: Data encryption on multiple (not all) machines

2. Hackers:  SWIFT payment system exploitation with $60 million unauthorized transaction 
 

Same exploitation tools used by hackers in the attack of Central Bank of Bangladesh.

More about the attack:

• Unauthorized transaction of $81 million. 

• The money was laundered via the same money mule accounts in Sri Lanka and Cambodia.

• Threat actor: Lazarus, a DPRK nation state sponsored APT group.



MBR Killer (DPRK – Chile) 

Banco de Chile
• The local operating system and the Master Boot Record unreadable.

• Ransomware data encryption on multiple (not all) machines.

• SWIFT payment system exploitation by hackers with unauthorized 

transactions of $10 million.

No definitive attribution, Lazarus is the prime suspect.



2020 Thanos Variant (Iran – Israel) 

Targets: State run orgs 
in the Middle East, 
primarily in Israel 

• The local operating system and the Master Boot Record unreadable.

• Data destruction

• Security community concurred this was a wiper masquerading as ransomware, consistent with 

previous Iranian campaigns delivering a wiper.
• This variant of Thanos used the PowGoop loader, previously attributed to MuddyWater, an Iranian 

nation state sponsored APT group.



• Unusually small ransom amount requested: $50. 

• Downloads a keylogger and opens a reverse shell.

• Malware is too buggy and encrypts random files.

2020 Evil Quest - Ransom note does not contain contact and 
payment details

No attribution but consensus in the security community is the 
goal with this malware is espionage.



Nation State sponsored 
Ransomware APTs



Ransomware as smokescreen for espionage?
Double Extorsion 2019 Data Exfiltration 

Data Encription  

Part of the data on leak sites for free Rest of the data monetized 

Potential buyer - nation state 

Threatening further leaks if the ransom 

is not paid.

A more efficient model : 

coordinating potential targets 

beforehand with a third party who 

might be interested in some of the 

stolen data.

• The espionage effort is hidden behind the smokescreen of financially 

motivated criminal threat actors.

• In some nations, the boundaries between Nation State and Cyber 

Criminal groups are blurred. 



One interesting case: Ryuk

• First hypothesis over Ryuk employing RAS in January 2021, no 
conclusive evidence.

• First appeared in August 2018 and has been extremely successful ever since. 

• Long list of targeted victims from all the industry verticals.

• Made more than $150 million in ransomware attacks.

BUT never leaks the data, even though the bots 
that deliver it are capable of data exfiltration. Why 
not monetizing the data? 

The data could be exfiltrated and delivered to 
third parties who want to maintain a strong 
degree of plausible deniability in exchange for 
money or other benefits. 



• Just a hypothesis, no conclusive evidence.

• First appeared in August 2018 and has been extremely successful ever since 

• Long list of targeted victims from all the industry verticals. 

• Made more than $150 million in ransomware attacks.

BUT never leaks the data, even though the bots 
that deliver it are capable of data exfiltration. Why 
not monetizing the data? 

One interesting

suspect: Ryuk



September 2021, the hypothesis is validated

RiskIQ Report from 15 September 2021
https://community.riskiq.com/article/c88cf7e6/description

The conclusion of the report is Ransomware as Smokescreen for Nation State 
sponsored espionage operations:



Another interesting case: 
Bronze Starlight
Secureworks Report from 23 June 2021
https://www.secureworks.com/research/bronze-starlight-
ransomware-operations-use-hui-loader

The conclusion of the report is Ransomware as Smokescreen for Nation State 
sponsored espionage operations:



Another 
interesting 
case: 
Bronze Starlight



One more? Cuba Ransomware
• Cuba is the name of the Ransomware, no affiliation with the country of Cuba.

• A hypothesis over Cuba Ransomware employing RAS in September 2022, not 
enough evidence available at the time of writing.

• Cuba Ransomware first appeared in December 2019, 60 organizations targeted, 
most of them in the Critical Infrastructure Vertical. Cuba Ransomware collected a 
total of $43.9 million in ransoms.

• Targeted more than 10 Government Agencies in Montenegro in late August 2022.

• Montenegro's National Security Agency (ANB) linked the attack to Russia.

• Early September 2022 the FBI sends CAT (Cyber Action Teams) to Montenegro 
to help investigate recent cyber-attacks on government digital infrastructure.

• As per the April 2021 investigation of Profero and SecurityJoes, Cuba 
Ransomware group comprises Russian speaking individuals.



Ransomware as a Service provides concealment and deception.

• Nation States can contract Cyber Criminal gangs to do their bidding.

• Known Nation State affiliated Cyber Criminal gangs can operate under a different name 

and unattributed infrastructure.

• Countless sock puppet APT groups pretending to be independent Cyber Criminal gangs 

can be created.

• The exponentially increasing number of Ransomware as a Service Groups provides the 

ideal theater to camouflage and hide nation state affiliated groups activity in plain sight.

RaaS as the Ultimate False Flag Enabler



The “big picture” is more important than ever: you need visibility into the threat landscape.
 

• Nation States could use ransomware for a variety of cyber operations under the guise of an independent 

financially motivated APT group.

• Only by putting the pieces of the puzzle together you will be able to uncover Nation State driven, 

“maskirovka” type of activity.

• Collaboration and intelligence sharing from the private sector is of utmost importance. Supply chain and 

organizations supporting the national interests of US and European countries are likely targets of interest.

• Victims of ransomware, particularly private organizations, do not always share information with the 

authorities for a variety of reason. The Omertà needs to stop.

NCSC / GovCERT Challenges



Plausible deniability is the name of the game.

• Lack of international legal agreements and clear definitions in foreign policy.

• Nation States can deny any affiliation with the entity behind the cyber attack.

• Prosecution efforts lead to no real impact when the APT groups are operating in countries that do not 

cooperate with Western LEOs.

• Members or the affiliates of the APT group can be apprehended when traveling through Western aligned 

countries, but nowadays most of them know better.

• Without a “smoking gun”, any retaliation against the alleged Nation State of origin could cause a 

diplomatic international backlash.

Diplomatic and LEO Challenges



”It’s a nice shop you have here, it would be a shame if something happened to it… there are bad people out 
there, we can protect you from them.”

• Nation States employing Ransomware as Smokescreen utilize the same strategic communication used by Mafia 

groups.

• Nation States actively deny any involvement, pointing responsibilities and attribution to “unaffiliated” cyber criminal 

gangs.

• A ransomware gang can claim it disabled Critical Infrastructure “by mistake,” but looking at the operation with the 

Ransomware as Smokescreen glasses, you know that was probably not the case.

• Nation States can leverage threats like the mafioso warning the shop owner. The ransomware gang executes the 

attack like the mafiosi executing the attack on the shop. They are all tentacles of the same octopus.

Nation States Using Mafia TTPs





• Some Threat Actors avoid targeting victims such as hospitals, 

schools, NGOs, etc. Most private and public verticals have never 

been in an exception list.

• Any industry vertical could be the target of a cyber operation hidden 

behind a ransomware attack.

• Depending on the mission objectives, any type of information could 

potentially be of great value for espionage/destructive operations. 

• The importance of an organization in supporting national interests is 

likely to make you an attractive target for espionage/sabotage 

operations.

• Once the mission objectives of the Nation States are achieved, e.g. 

espionage/sabotage, you will still be at the mercy of the Cyber 

Criminal gang.

What does this 
mean for 
public and 
private 
organizations?





NOT SO FAST!

If you do pay, Washington D.C.’s OFAC and Brussel’s CFSP will want to have a 
word with you.



Sanctioned Entities and Ransom Payments
Transferring funds to a sanctioned entity can result in multi-million dollar fines!



Test your disaster recovery process. Execute drills on a regular basis.
Make sure your back-up data is physically disconnected from your corporate network. 
Make sure you have a strict vulnerability management process in place.
Provide your user community with security awareness training.
 Implement security controls on all the systems and devices that might contain company data.
 If you have to choose between an insurance policy and increasing your security posture, go for the second 

option.
Onedrive or Sharepoint synchronization for all files.
Secondary Backup to your Primary Backups with less frequent execution.
The entire Security Stack should be Intelligence Driven.
Leverage Cyber Threat Intelligence as the center of your operations and as separate auditing entity of your 

security framework and operations.

Anti-Ransomware Best Practices



 Intelligence Driven Security approach: tailor your security operations. 
 If your organization suffered a ransomware attack, don't rush the post-mortem analysis 

and conclusions: attribution and motive are very hard to identify, do not make 
assumptions.

Fully cooperate with Law Enforcement and responsible Agencies the very moment you 
become aware a ransomware attack is taking place.

Be aware that your organization, even if small, could be attacked in a pivot to target 
wider National Security Interests. Supply chain disruptions can be leveraged to create 
or amplify outages.

 If you decide to pay the ransom, make sure Law Enforcement and responsible 
agencies are informed.

Lessons Learned - Takeaways



Questions - iforni@eclecticiq.com
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