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Securing the
digital who's

In Healthcare .Main DI Challenges

.Who's Who in Healthcare

.Portuguese Use-Case

Al - Risk - Privacy - Trust



Patients

e More ID data (scattered)

e More Sensitive data

Who's who

Users/Clients More but...

« GDPR

- [l
About patient safety!! + Art. 9 - Special category

* No profiling!!
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Other Who's

Patients

+

Health professionals
Administrative
Technicians
Researchers
Students

Others/3" parties



Who's Contexts

v

Public

Private

Paper

Electronic

!

Scattered
Redundant



Health Dls

Challenges

Value

Who

How

Cost of a health record
S250 = 5 times credit card

Hacker solo vs organised crime
Via insiders or third parties

Ransomware + SQL injection

Location: network servers and email



Diversity Users and Technology

H ea lt h D IS Lack of interoperability

Lack of appropriate/dynamic access policies

Challenges

Attack Surface Multiple devices, networks, clouds

Only need one vulnerability

No diversity Developers, suppliers (few for many)
Lack of expertise/integration with user needs




Lack Currency

H ea lth D Is Resources, infrastructures, education, expertise...

Challenges

Time Need to catch up
Patching not enough

Trust Rebuild

All users must be the focus




Use-Cases

Apps da Saude

Portugal
o M

PATIENT

| 4y Ouvir P

MySNS

-

MySNS, a nova aplicacao movel que permite
aceder, de forma facil e intuitiva, acs servigos
digitais da saude nos dispositivos moveis,

MySNS Tempos

Aplicacao movel gue permite a consulia do tempo
medio de espera nas instituictes hospitalares do
Servigo Nacional de Saude,

SNS 24

Construida de acordo com o interesse do cidadao,
a App SNS 24 reune a informacé&oe de saude do
cidaddo numa aplicagdo residente no seu
smartphone.

https://www.sns.gov.pt/cidadao



Use-Cases
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elD smartcard

Cartao de Cidadao

Garante 0 acesso a todos 0s servicos
digitais.

Digital mobile key

Chave Movel Digital

Garante 0 acesso a todos 0s servigos
digitais.

Unique Health ID

N&o tem cddigos do cartdo de cidaddo ou chave
movel digital?

Numero de Utente de Saude

Garante 0 acesso a todos 0s servigos
digitais.




Use-Cases
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elD smartcard

Cartao de Cidadao

Garante 0 acesso a todos 0s servigos
digitais.




Use-Cases

Portugal
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Use-Cases
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o M

PATIENT

MLACAD AMENTS

;‘;‘; 5;':; NSECA COSTA MANUEL LOPES FONSECA COSTA

R ANA MARIA SANTOS FONSECA COSTA

ANA LUISA ! | i AL CENTFCACA el WA S00N ASLITENTE OF SALOE

) T TR B e ! 208581430 91660564510 505004458

F 170 PRT - 11061960

TR 0T B R I<PRTB8B2843B70<<<<<<<<<<<<<<<<

ey 8 7106118F1003134PRT<<<<<<<<<<<6
0\ et COSTA<<ANA<LUISA<<<<<<<<<<<<<KL
A An&oiﬁ-‘:

elD Smartcard

Several public portals with the plugin Autenticacao.gov

You need

 Smartcard reader

e Authentication PIN

* Installed plugin Autenticacao.gov
* Internet browser updated

2 Factor Authentication

Smartcard
_|_

PIN



Plugin Autenticacao.gov
Smartcard details

Use-Cases e ——

- " CARTAO DE CIDADAO
Menu secundario Area de trabalho ee e

Nome(s)
MANUEL

Portugal
o M

PATIENT

Identidade

Apelido(s)
SILVA

Outros dados

CARTAO

N |
Altura Nacionalidade Data de Nascimento
Morada M 1,54 PRT 10101980

Numero de documento Data de validade
000008150229 1605 2021

Pais

PRT

Filiacao

PEDRO SILVA

Imprimir

MARIA SILVA

Indicagbes Eventuais




Use-Cases

Portugal
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Plugin Autenticagao.gov

Digital signatures

Autenticacao.Gov

CARTAO

ASSINATURA

Assinatura digital
v

Escolha os ficheiros

®

Adicionar ficheiros Remover todos

Opcoes avancadas

Configuragoes Fa

Tipo @PDF OOutros ficheiros

Motivo?

Localidade?

) Adicionar selo temporal

CI Validacao de longo prazo

) Adicionar atributos profissionais

Pré-visualizacao

Manual da Aplicagao
Autenticacao.gov para computador

Versiao 3.4.0
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Use-Cases
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Plugin Autenticagao.gov
Digital certificates

Autenticacao.Gov

CARTAO

ASSINATURA

SEGURANCA

Certificado de Autenticacao

Entidade Emissora

Valido desde Viélido até

Numero de Série

Estado do certificado

Certificados

Certificado de Assinatura Digital

Entidade Emissora
Cédigos PIN
Valido desde Vilido até

Nuamero de Série

Estado do certificado

Validar Certificados

Ver detalhes




Use-Cases

Portugal
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Digital mobile key

Chave Moével Digital

Garante 0 acesso a todos 0s servigos
digitais.



Digital mobile key

Authentication and digital signature method
certified by the Portuguese Government

Use-Cases

How to register

Portugal To associate a mobile number to the unique citizen
ID (or passport or residence card to foreigners)
_|_

) PIN humb
O = number

H
2 Factor Authentication

PATIENT Mobile number + PIN
_I_

Unique token for that transaction (via SMS, email, twitter,
autenticacao.gov App or QR code read with autenticacao.gov App)




Use-Cases

Portugal
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PATIENT

Unique Health ID

N&o tem codigos do cartdo de cidaddo ou chave
movel digital?

Numero de Utente de Saude

Garante 0 acesso a todos 0s servigos
digitais.



Use-Cases
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Unique Health ID

Issued by the Portuguese Government

You need
* Mobile number registered in National Registry

2 Factor Authentication

Health ID + Date of Birth + Mobile number
_I_

SMS token



Use-Cases

Portugal
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PATIENT

ADVANTAGES

« 2 factor
* Integrated
* Many options

DISADVANTAGES

e Centralized
* Recovery
* Not inclusive



Use-Cases

Portugal
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Private hospitals/clinics

[T

T login/password



Use-Cases

Portugal
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PROFESSIONAL

Systems for
managing
patients

Clinical
iInformation
systems

login/password

PEM - elD
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Digital Identities In

Healthcare
Emergency Dynamic
Unanticipated Adaptive Work with what you

: : - have at that moment
situations Resilient



Digital Identities In
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Patient-centered Context-centered Goal-centered
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Risk Based Access Control & Dls

SOoTRAACE Model

Locations Connections
Delegation (&
e 4 RBAC o J
< > Users «— Roles «— +— Break the Glass
\ "4
Sessions
User
Activity Access Policy
Profile Vlsﬁig‘ﬁg@n and Risk
= Evaluation

Work with what you

Pedro Moura, Paulo Fazendeiro, Pedro Marques, Ana Ferreira. SOTRAACE - Socio-technical risk-adaptable access
have at that moment control model. Proceedings of the 51st IEEE Carnahan Conference on Security Technology (ICCST). 2017. Pp. 1-6.



Risk Based Access Control & Dls

DI + Risk + Privacy About patient safety!!
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Health Research Network
From the Lab to the Commurnity



