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Motivations 

Machine Learning requires security because we deploy it into 
production environments. 

If Machine Learning only existed in research or academia, security would be something of 
a moot point. 

Offensive ML is fun.
https://github.com/moohax 

https://github.com/moohax


- Data Collection
- Data Processing 
- Model Training 
- Model Evaluation
- Model Deployment
- System Monitoring 

https://arxiv.org/ftp/arxiv/papers/2205/2205.02302.pdf 

MLOps 

https://arxiv.org/ftp/arxiv/papers/2205/2205.02302.pdf


Data Collection



127, 220, 100, …
255, 187 185, …
132, 200, 201, …
125, 207, 104, …
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(Labels make it a supervised problem)



Model Training
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Model Deployment

process.py model.pt Inference.py

GET /predict



GET /predict
…
Data = {        }  
                        
 

{
    label: bunny, 
    conf: 0.76
}

System Monitoring



https://blog.tensorflow.org/2019/01/tensorflow-lite-now-faster-with-mobile.html 

https://blog.tensorflow.org/2019/01/tensorflow-lite-now-faster-with-mobile.html


GET /predict
…
Data = {   

     

}      
                     

{
    label: Will, 
    conf. 0.96
}

If conf > 0.96:
Success



Your identity is on 
disk.

if distance < 0.01:
Success



https://twitter.com/moo_hax/status/1129064078054309888 

KNN using Doc2Vec with 
usernames and group 
membership from AD 

https://twitter.com/moo_hax/status/1129064078054309888


127, 220, 100, …
255, 187 185, …
132, 200, 201, …

Algorithms are empty, models are not. 
(Live, Laugh, Love)

What happens to 2FA when something you are 
becomes something you have? (Picture, video, etc)



Identity
Social Media



Write a long job description for a sale 
executive making $400,000 per year 
with benefits

The Sales Executive is responsible for achieving assigned 
sales targets and executing sales strategies for a defined 
territory in the United States. The Sales Executive will be the 
primary point of contact for customers in assigned territory and 
will be responsible for prospecting, building relationships and 
closing deals. The Sales Executive will work closely with other 
members of the sales team, as well as with marketing, product 
management and other functions within the company to ensure 
that assigned objectives are met. 

The Sales Executive must have a minimum of 5 years of sales 
experience, with a proven track record of success in achieving 
sales targets. The Sales Executive must have excellent 
communication and presentation skills and be able to 
effectively articulate the company’s value proposition to 
customers. The Sales Executive must also be highly organized 
and detail-oriented, with the ability to manage a large number 
of customer relationships simultaneously. 

The Sales Executive will be based in the company’s offices in 
New York, NY and will report to the Vice President of Sales. 
The position offers a competitive base salary plus commission, 
with an expected total compensation of $400,000 per year. The 
company also offers a comprehensive benefits package, 
including medical, dental and vision coverage, 401(k) and 
stock options.

https://beta.openai.com 

https://beta.openai.com/


https://thispersondoesnotexist.com/ 
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effectively articulate the company’s value proposition to 
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stock options.

https://thispersondoesnotexist.com/


Write a long job description for a cat that has 
an important job as a banking executive 
making 6000 tuna a year, plus naps.

This is a very important position for a cat with a lot of experience 
in the banking industry. The cat will be responsible for making 
6000 tuna a year, plus naps. 

This is a highly responsible position that requires a great deal of 
experience and knowledge in the banking industry. The cat will be 
required to work closely with the other executives in the company 
to ensure that the company's operations are running smoothly. 

The cat will also be responsible for making sure that the 
company's finances are in order. This is a highly demanding 
position that requires a great deal of dedication and hard work. 
However, it is also a very rewarding position that comes with a lot 
of perks, such as a large salary, a great benefits package, and a 
lot of tuna.

https://thiscatdoesnotexist.com/ 

https://thiscatdoesnotexist.com/


https://github.com/moohax/Talks/blob/master/slides/bsides_slc_20.pdf 

https://github.com/moohax/Talks/blob/master/slides/bsides_slc_20.pdf


https://github.com/deepfakes/faceswap 

https://www.vice.com/en/article/kzm59x/deepnude-app-creates-fake-nudes-of-any-woman 

https://www.vice.com/en/article/qjb7b7/ethical-deepfakes-deep-tom-cruise-ai-generated-porn 

https://github.com/iperov/DeepFaceLab

https://github.com/deepfakes/faceswap
https://www.vice.com/en/article/kzm59x/deepnude-app-creates-fake-nudes-of-any-woman
https://www.vice.com/en/article/qjb7b7/ethical-deepfakes-deep-tom-cruise-ai-generated-porn
https://github.com/iperov/DeepFaceLab


 https://www.youtube.com/watch?v=Xo2KZCbJWCg&t=159s 

@ErickGanklin

https://www.youtube.com/watch?v=Xo2KZCbJWCg&t=159s


Kaggle is a great platform for ML infrastructure and learning 



Protections?

Synthetic Media
- New protocols?
- New responsibilities for media 

companies?
- Some sort of media signing? 

New/old PKI infrastructure?
- Blockchain?

Bio Auth in General
- Liveness detection
- Texture Analysis 
- Infrared
- Glare, ambient light

- Windows Event Monitoring
- Microsoft-Windows-

HelloForBusiness/Operational



Conclusion 

Think of your identity as a composite, as a distribution, not as something in 
isolation.

In a digital world you are always represented by data that is apart from you. 
accurate or not, marketing departments know this.

Pay attention to new tooling for phishing – be on the lookout for your first synthetic 
phish



Thank You!
Email: wpearce@nvidia.com
Twitter: @moo_hax
GitHub: https://github.com/moohax 

mailto:wpearce@nvidia.com
https://github.com/moohax


Resources

Nvidia GTC Sep ’22
Disinformation at Scale BH ’21
AI For Phishing BH Asia ’21
Adversarial Robustness Toolbox
ML for Red Teams
Voice Recognition bypass
Defcon AIV CTF
Darkside Ops

CAMLIS
GPT-3
Model Zoo
Windows Hello for Business
Keras/Tensorflow/PyTorch
Finetuning Stable Diffusion
Luigi (mlops)
Eyeballer

https://www.youtube.com/watch?v=PWcNlRI00jo
https://www.youtube.com/watch?v=cWf2uMh-skY
https://www.youtube.com/watch?v=Fb0kHcwVT8Y
https://github.com/Trusted-AI/adversarial-robustness-toolbox
https://www.netspi.com/blog/technical/adversary-simulation/machine-learning-for-red-teams-part-1/
https://www.netspi.com/blog/technical/adversary-simulation/using-deep-fakes-to-bypass-voice-biometrics/
https://www.kaggle.com/competitions/ai-village-ctf/overview
https://www.netspi.com/training/
https://www.camlis.org/
https://beta.openai.com/playground
https://huggingface.co/
https://learn.microsoft.com/en-us/windows-hardware/design/device-experiences/windows-hello-face-authentication
https://keras.io/examples/vision/image_classification_from_scratch/
https://www.tensorflow.org/
https://pytorch.org/
https://github.com/LambdaLabsML/examples/tree/main/stable-diffusion-finetuning
https://github.com/spotify/luigi
https://github.com/spotify/luigi
https://github.com/spotify/luigi
https://github.com/BishopFox/eyeballer
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