ABUG BOUNTY

SWITZERLAND

The Swiss Ecosystem

for Vulnerability Collaboration
and Public Trust

bugbounty.ch



BUGS EVERYWHERE




Vulnerabililities

* Breeding ground of cyberattacks

* Existence often unknown

* Finding and remediating needs collaboration
* Today vulnerability collaboration is harad

* Fragmented processes and tooling
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BUG BOUNTY




Bug Bounty

* Very effective in finding hidden vulnerabilities
* Often start of vulnerability management

* Internal and external collaboration

* Building security community
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Bug Bounty Programs
are much more
than just.getting

on a platform.



What hinders many companies

* Missing Skills

* Missing Experience
* Missing Resources

* Missing Structures

* Missing Mindset
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We are making bug
bounty programs
accessible.



We provide a Bug Bounty Ecosystem
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Switzerland needs
the holistic approach
of an ecosystem.



Collaboration beyond organizational
borders




Would 1t not be nice?

*Frictionless

* Most efficient

* Transparent

* On all hierarchy levels

* Beyond organizational borders
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Bug Bounty Switzerland SaaS Platform
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Vulnerability Collaboration

* Central overview vulnerabilities & processes

* Decentralized processing & remediation

* Mapping of team structures & organizational units
* Seamless integration into existing tooling

* Promotes real actionability for all users

B



= 4BUG BOUNTY

SWITZERLAND

< Engagement details v Active

Bug Bounty Test Engagement

Active until: Dec 31, 2022

12 12 0

Findings

Reported findings Al

Key Bug type Severity Scope Reward Resolution Submitted Assigned
DIVORCE-waveform Sensitive data exposure Medium api.bank.ch 0 Accepted Oct 18, 2022 ee
PLIERS-knot Sensitive data exposure api.bank.ch o] New Oct 18, 2022

SHIM-septet Sensitive data exposure api.bank.ch o} New Oct 18, 2022 C
amortize-ARGOT Security misconfiguration Low api.bank.ch 0 New Oct 18, 2022
DISASTER-swanky, Security misconfiguration Critical api.bank.ch o] New Oct 18, 2022

gquizzed-PROSODIC Security misconfiguration Critical api.bank.ch 0 New Oct 18, 2022 ee
quiz-FLYBY Security misconfiguration Critical api.bank.ch 0] New Oct 18, 2022

AMICABLY-courage Sensitive data exposure Critical api.bank.ch 0 New Oct 18, 2022




Ecosystem drives platform growth

Customers Users
(+ ~500%)

(+ ~2000%)

Jun 2022  Jul 2022  Aug 2022  Sep 2022 Okt 2022 Jun2022  Jul 2022 Aug 2022 Sep 2022 Okt 2022
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ashboard with Actionable Insights

Statistics

Reporting Period

Reporting Scope

Active Researcher

271 people

Time to Fix

Median 30d

Regretion Quota

G Caac cEERED

Unique Reports

69 Reports

Critical

A =2

24/02/2021-02/03/2021

Resolved Issues

15 Issues

Low & Minor

Reports by Scope
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Researcher Geo

Switzerland

Rewards

Signal to Noise ratio

www.testA.ch
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Country

Germany

Austria

England

@ ProgamA Program B

24/02/2021 - 02/03/2021 Total () Competitor




Actionable Insights

* Performance of involved parties
* CISO portfolio update

* Process optimizations

* Budget estimations

* Hacker patterns
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How could you
participate?



Fulltime Penetration Tester

Made 37K CHF additional income over the last two months

«Hey Guys ;)

First of all, thank you for delivering
such a cool platform and the great
work you do!

You have awakened my Bug
Bounty spirit again to the fullest -
your programs are such a thrill!» iB




Bounties paid out by location

70%
In Switzerland

30%
to foreign countries
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We are looking for security heroes like you!

Register as a researcher:
bugbounty.ch/hacker

Apply for an engineering or security job:
bugbounty.ch/jobs

Become one of our beloved clients:
bugbounty.ch/kontakt iB



Let’'s make the world
a better place together.
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